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1. O0mme NOJIOKEHHHA

1.1. Hacrosmme IlpaBuna pa3paboTaEbl B COOTBEICTBHH C  TIOJIOKCHIIMU @3
"Q mepCOHATBHBIX JA@HHBIX", TOCTAHOBICHHs [IpaBHTENHCTBA P® or 6 mrons 2008 r. N 512
"O6 yTBepsKkIeHHH TpeOOBaHWil K MaTepHaIbHBIM HOCHTEIIAM OHOMETPHUYECKUX TIEPCOHANBHBIX
JAHHBIX ¥ TEXHONOTHSM XDAaHeHHS TaKWX JAHHBIX BHE HH(OPMATUOHHAEIX ~ CHCTEM
[IepCOHATRHEIX JAHHBIX", NOCTaHOBIeHHs IIpaBuTENBCTBA P® ot 15 cenrabps 2008 r. N 687
"O6 yrBepxmenun IlomoxkeHus 00 OCOOCHHOCTAX 06paboTKy IePCOHATBHBIX JAaHHBIX,
ocymecTeisieMoif 63 HCHONB30BAaHMA  CPCACTB aBTOMATH3alMK'',  IIOCTAaHOBIICHHA
IIpaeutemsctea PO or 1 mosbps 2012r. N 1119 "O6 yTBepkaeHHH TpeOOBaHHMH K 3aIIATE
[ePCOHATBHBIX JaHHBIX TpH X 06paboTke B HHQOPMAIMOHHBIX CHCTEMAX MEPCOHATBHBIX
magHbIX".

1.2. Hacrosimue [TpaBmma onpenenstor 0cobeHHoCTH 00padOTKH MEPCOHATBHAIX NAMHEIX
COTPYIHHKOB B HH(})OPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX 000 «VYII Ilepcnexrupa-
Yan.

1.3. Be3omacHOCTh IIEPCOHANBHEIX IAHHBIX TpH uX obpaboTke B HH(}OPMAIIMOHHBIX
CHCTEMAX MMePCOHATBHBIX JAHHEIX (Hanee - MH(OPMAIMOHHBIE cuCTEMBI) 00ecIeuHBaercs ¢
[TOMOIIBIO0 CHCTEMBI 3AIUTH IEPCOHATHHBIX IaHHBIX, HEHTPATU3YIOMEH aKTyalbHbIS yTPO3BL.

1.4. Tlox axTyalbHBIME yrpo3aMi 0€30MacHOCTH MEPCOHANBHBIX JAHHEBIX IMOHHMACTCAH
COBOKYIHOCTh  ycnoBui ¥ (akTopoB, — CO3JAIONIMX  AKTyalbHYH  ONIACHOCIA
HEeCAHKIMOHHPOBAHHOTO NOCTYIIA K IIEPCOHANBHBIM JAaHHBIM (B TOM THCIE CIIy4aiHOTO OCTYIIA,
B TOM YHCJIE KOMIILIOTEPHBIE aTaKH M MHBIC KOMIIBIOTEPHBIC HHIAIEHTH) TpH uX 06paboTke B
MH(OPMAITHOHHOH CHCTEME, Pe3yIbTaTOM KOTOPOr0 MOTYT CTaTh YHHHTOXKCHHE, M3MCHCHHE,
6OKMPOBAHKE, KOMUPOBAHKE, PSIOCTABICHHE, PACIPOCTPAHEHNE NEPCOHATBHBIX NAHHBIX, 2
TAK)KE HHBIE HEMIPABOMEPHBIC NEHCTBHU.

2. OcoBeHHOCTH 06paboTKH MepCOHATBHbIX JIAHHBIX B HHPOPMANMOHHBIX CHCTEMAX

2.1. O6paboTka MepCOHANBHBIX JAHHBIX B MHQOPMAIMOHHBIX CHCTEMAX OCYIIECTBIACTCA
mocie 3aBepmieHMs paGoT 1O CO3MAHMI0 CHCTEMBI 3aIIMThI IEPCOHANBHBIX [AHHBIX B
UHGOPMAIMOHHON CHCTEME, €¢ TPOBEPKH M OLEHKH COOTBCTCTBHA vHGOPMAITHOHHON CHCTEMEI
IIepCOHANBHEIX JaHHBIX TPeOOBaHUsM OE30IaCHOCTH HH()OPMAIHH.

2.2. Be30omacHOCTs MEPCOHANBHBIX [JAHHBIX NPH HX 00paboTke B HH(POPMAITIOHHOK
cucTeMe OGECICUMBAET ONEpaTop JTOH CHCTEMBI, KOTOpHH 06pabaTsBaeT MEpCOHAIBHEIC
NaHHBIE, WIH JIAIO, OCYIIECTBIsomee oOpabOTKy MEPCOHANBHBIX NAHHBIX IO MOPYHYCHHIO
omepaTopa Ha OCHOBAHMH 3aKII0YaEMOr0 C 3THM JIULOM J0r0BOpA.

2.3. Be30omacHOCTh IEPCOHATBHEIX NaHHBIX IIPH HX 00paboTke B HHGOPMAITMOHHBIX
cHCTEMAaXx O0ECIedMBAETCS C IIOMONIGE0 CHCTEMBI 3alUTHI  MEPCOHANBHBIX  JdHHBIX,
BKJTFOYAIOMIEH OPraHu3allHOHHBIE MEPbl M CPEACTBA 3AIHTHI napopmanuu (B TOM 4HCIE
G poBaITbHBIE (xpunTorpaduIeckue) CpeAcTBa, cpencTaa NPEA0TBPATIEHHS
HECAHKIMOHUPOBAHHOTO ~[OCTYId, YTEYKH HHPOpPMAIMM TO TEXHHYCCKHM  KaHajaM,
IPOTPAMMHO-TEXHHYECKHMX BO3/ICHCTBHA Ha TEXHHIECKHE CPE/ICTBA 06paboTKH MEepCOHANBHBIX
JNAHHBIX), 4 TAKKE HCTIONB3yeMEIe B HH)OPMAI[MOHHOH CHCTEME HH(OPMAIOHHEIE TEXHOIOTHH.

2.4. Coctas | cojiepyaHue Mep II0 3alUTe HHGOPMAIHH B HH(DOPMAIMOHHEIX CHCTEMAX
3aBHCAT OT YCTAHOBJIEHHOTO YPOBHS 3aITHIEHHOCTH HH(GOPMAIIMOHHON CHCTEMBL.

2.5. VcTaHOBJIEHHE YPOBHSA 3aIUIIEHHOCTH (IEPECMOTP YPOBHA 3aNMIICHHOCTH)
HHGOPMAIIMOHHON CHCTEMBI MEPCOHATBHBIX JAHHBIX MPOBOIUTCA JHIIOM, OTBETCTBEHHBEIM 38
opranu3anuio o6paborku I1/1H.

2.6. PaspemienueM Ha 06pabOTKy IepCOHATBHBIX TAHHBIX Ha 06BbexTe HHPOPMALTHOHHOK
CHCTEMBI SBISETCS IPHKA3 PYKOBOJMTENS O BBOJIE YKA3aHHOTO 00HEKTa B SKCILTYaTaIHIo.

2.7. Be30NacHOCTh MEPCOHATBHBIX J[@HHBIX, 00pabaTsBagMBIX C HCIOTHE30BAHMCM
CPEICTB aBTOMATH3AMH, AOCTHIaeTcs MyTeM HCKITIOYEHMs ~HECAHKIMOHUPOBAHHOTO, B TOM
YHCIIe CIYYalHOTo HOCTYIA K MEPCOHATBHEIM JaHHBIM.

2.8. TlepcoHANBHEIE JAHHBIE MOTYT OBITH IPEIOCTABIICHBI [IS O3HAKOMIICHHI:

a) COTpY/HMKAM, HOIYIICHHBIM K 06paboTKe MEPCOHANBHBIX NaHHAIX € HCTIOJIE30BAHMUEM



CPEACTB aBTOMATH3ALHH, B 9aCTH, KACAIOIIEHCS HX MOJKHOCTHEIX 00s13aHHOCTEH;

) HHEIM JTHIIaM, B COOTBETCTRHH C 3aKOHOATEeNILCTBOM PO,

2.9. VIOIHOMOYEHHEIMH COTPYIHMKAMHE npH 00pabOTKE IEpPCOHANBHLIX NAHHBIX B
MHQOPMAHOHHBIX ~CHCTEMAX —[IEPCOHANBHBIX AaHHBIX TNOIDKHA OBITH ofecreueHa wmx
6e30nacHOCTE ¢ TIOMOINBIO CHCTEMEI SalllUTEL, BKIOYAIONMIEH OpPraHH3alHOHHEIE Mephl W
CPCIACTBA 3aIUTHI HH(DOPMAIHH, B TOM YHCIIE muppPOBaIBHEIE (xpunrorpapugeckue) CpencTBa.

2.10. ObMeH NepCOHANBHEIMA JAHHBIMH Ipu uX 00paboTke B HH(OPMAHOHHEIX
CHCTEMAX OCYIECTBIACTCS 110 KaHAlaM CBA3H, 3amuTa KOTOPBIX 00ECHeunBacTCs IyTeMm
PCATH3aNHH OPTaHU3ANMOHHEIX MED H IIyTE€M NPHMEHEHHS NIDOTPAaMMHEIX W TEXHHYECKHX
CPEICTB.

2.11. Toctym mone3oBateneii k [ICPCOHANBHBIM NaHHBIM B HH)OPMAIMOHHEIX CHCTEMAX
IICPCOHANPHBIX NAHHBIX paspemiaeTcss I0CHe 06S3aTeIbHOro [POXOXKICHHUS IPOLELYPHI
HJICHTHQHKAITHH H ayTeHTH)HKALIHH.

2.12. Jlunamu, OTBETCTBEHHBIME 3a 00ecIeueH e 0€3011aCHOCTH MEPCOHANBHBIX NAHHBIX
npH ux 06paboTke B HH()OPMALHOHHBIX CHCTEMax, NOIKHO OBITE 00ecIeueno:

a) CBOEBPEMEHHOE OGHApyKeHHe (aKkToB HeCaHKUHOHHPOBAHHOTO JI0CTyna K
IIEPCOHANIBHBIM JJAHHBIM M HEMEAIEHHOE NOBEIEHHE ATOMH HH(pOPMAaIHH 10 PyKOBOJICTBA:;

0) HemomymeHue BO3NEHCTBHA Ha TeXHHYECKHE CPEACTBA ABTOMATH3MPOBAHHOM
00pabOTKHM MEPCOHATBHEIX TaHHBIX, B PE3YIbTATE KOTOPOr0 MOXET OBITh HAPYIIEHO HX
(QyHKIHOHUpOBaHHE;

B) BO3MOXHOCTh HE3AMETHTCIBHOTO BOCCTAHOBJICHHS [IEPCOHANBHBIX  HaHHBIX,
MOIH(HIUPOBAHHEIX HI YHUYTOXEHHEIX BCICICTBHE HECaHKIIHOHUPOBAHHOTO TOCTYIIA K HUM;

T) IOCTOSHHBIA KOHTPOTs 3a ObecreucHHeM YPOBHA 3aHINEHHOCTH [E€PCOHAIBHBIX
JIAHHEIX;

N) 3HaHHE M COGIIOZICHHE YCIOBHil HCIIONb30BAHYS CPEACTB 3al[UTHl HHPOPMAITHH,
IIPEyCMOTPEHHEIX SKCILTYaTAllHOHHOH H TeXHHIECKO OOKyMEHTAaLHEH;

€) YYeT IpPHMEHSEMEIX CpPEICTB 3aITHTHL MHGOPMAINY, OSKCIIYATALHOHHON w
TEXHHYECKOH NOKYMEHTAIlHH K HHUM, HOCHTENEH IEPCOHAIIBHBIX JaHHBIX; _

) IIpH OOHAPYKEHHM HApyIICHHit HIOpsA/iKa NPENOCTABICHHSA NEPCOHANBHBIX JAHHBIX
HE3aMEIUTENBHOS [IPHOCTAHOBIICHHE TIPEIOCTABIEHHUSA IEPCOHATBHBIX JAHHbIX TI0JIb30BATEIIIM
HH(OPMAITHOHHOM CHCTEMEI 110 BEISBICHHS PHHH HApYUIEHUH W YCTPAHEHHS 3THX IPHIHH;

3) pasOHpATENECTBO M COCTABIEHHE 3AKITIOUCHES N0 (akrtaM HEeCOOGNIONEHHS YCIOBHix
XPaHCHHST HOCHTENCH IEPCOHANLHBIX MAHHAIX, UCTIONB30BAHMS CPEICTB 3aLIMTHl HH(OPMAIIHH,
KOTOpEIE MOrYT INPHBECTH K HAPYIICHHI) KOHMDHIEHIHATLHOCTH MEPCOHANBHEIX MAHHBIX HITH
APYTHM HapyMCHHAM, MPUBOASIMM K CHHKCHHIO YPOBHS 3AIUIICHHOCTH TIEPCOHATBHBIX
MAaHHBIX, pa3paboTKa U MPHHATHE Mep 110 HPENOTBPAIICHHIO BO3MOXKHEIX ONACHBIX IIOCIIENCTRHIL
IOXOOHEIX HApyHICHHMIE.

2.13. B ciiyyae BHIABICHHS HapyUIEHH MOpska 00pabOTKH MepCOHATBHEIX NaHHEIX B
HHOOPMALHOHHEIX cHCTeMax Q00 «YL IlepcnektuBa-Vhay mpuHHMArOTCS MEpPHl 110
YCTAHOBJICHHIO IIPUIHH HAPYIIEHHH H UX YCTPAHEHHIO,
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